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About this document

This document gives an introduction to the basic functionality of the G/On Management
program.

If you do not find the information you need in this document, you may want to look in the
other documents in the G/On software documentation suite:

* G/On User Guide — Getting started — Fedora

* G/On User Guide — Getting started — Windows XP

* G/On User Guide — Getting started — Windows Vista
* G/On User Guide — Getting started — Windows 7

* G/On User Guide — Getting started — Mac

* G/On User Reference

* Getting started with G/On Set-up and Configuration
* Getting started with G/On Management

* G/On Set-up and Configuration Reference

* G/On Management Reference

¢+ G/On Customization Reference

O Giritech A/S, 2009
Spotorno Allé 12, 2.
2630 Taastrup
Denmark

Phone +45 70.277.262

Legal Notice

Giritech reserves the right to change the information contained in this document without
prior notice. Giritech® and G/On™ are trademarks and registered trademarks

of Giritech A/S. Giritech A/S is a privately held company registered in Denmark. Giritech’s
core intellectual property currently includes the patented systems and methods known as
EMCADS™. Other product names and brands used herein are the sole property of their
owners. Unauthorized copying, editing, and distribution of this document is prohibited.
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Introduction

This document describes a very basic setup using the G/On management application. It
will guide the reader through setting up basic access policies, enroll personal tokens and
adding software to tokens. This is enough to get a basic G/On Server system running.

The G/On server uses a rule engine to decide who gets access to what. The G/On
management application is primarily used for creating rules for that engine. All rules have a
number of premises and one conclusion. A rules states, that if all premises hold, then the
conclusion also holds. For instance, a rule could say:

If the token: micro_smart_0002 is being used, and the user is Bob@giritech.com, then
we conclude that we have some known user with a personal token

When you first open the G/On management application you will probably not have any
rules in the rule views. This guide will help you set up basic rules for user access to the
application of your choice.

NOTE: On Windows Server 2008, you must run the G/On Management program, as
Administrator: Find the program in the Windows Start Menu, right-click on it, and choose:
“‘Run as Administrator”.
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Overview of the G/On Management Client
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Parts of the Management Client

1. The Perspective Selector is used for selecting between focus areas.

The Element Listing Tabs gives you access to the elements that can be used in the
perspective you are currently viewing. Every Element Tab has a plus sign (+) in the
top right, that will allow you to create new elements. In the Element Listing you can
see a list of all available elements of a given type.

. Use the filter to search for specific elements.

Right click in the view to get a context menu that will let you add/remove and edit
elements.

. The Rule Listing view lists all rules in this perspective. In the top right corner of this

view you will also find a plus sign (+) that will allow you to create new rules.

. You can right click on existing rules to get a context menu that will let you

add/remove and edit rules.
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Setting up Authentication Policies
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There are two perspectives available for setting up
policies. The Authentication Policy perspective and
the Authorization Policy perspective. We will start
with the Authentication Policy perspective. This will
help you decide how much authentication is
needed for any group of users.

Select Authentication Policy from the perspective
selector. The perspective contains a number of
Element Tabs on the left, and a Rule Listing on the
right. If you click on the Tabs at the top left you get
listings of User Groups, Token Groups and
Authentication Status.

é&, User [/, Toke @ auth | = 0O
Token Groups B8
Token Groups

Filter for the element displa | Clear

Token Group
é? Personal Token

For a very simple setup, the following single rule
will be enough for securing proper authentication

Create an Authentication Policy

1. Select the Authentication
Policy button from the
perspective selector.

2. From the Authentication
Status listing select the
'Authenticated' element and
drag it into the rule listing.

3. Drag the 'Personal Token'
element from the Token
Groups listing into the new
rule.

4. Select a group of users you
want to allow this
authentication from the User
Groups listing and drag the
element representing them into
the rule editor.

5. Click the ‘Save and Close’
button to save the new rule.

of all users. This rule, shown below, says that any user, logged in to the domain, using a
personal token, is considered to be properly authenticated.

Add Rule
User Group Token Group Authentication Status
éﬂ,ﬂxll (59 Personal Token o ) Authenticated

IC|DSE‘ ISavE and 'CII:-SEJ ISave‘

To create this rule, first select the Authenticated element in the Authentication Status
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listing. Drag it into the Rule Listing area to start creating a new rule. The rule editor now
appears with the dragged element in the result column. Drag the Personal Token element
from the Token Groups listing into the new rule. Select a group of users you want to allow
this authentication from the User Groups listing and drag the element representing them
into the rule editor. Click the ‘Save and Close’ button to save the new rule and close the
editor area.

You can create any number of rules indicating what is needed for different groups of users
before they are authenticated.

Info on Authentication Policy

* The User Groups are retrieved from a Central User Directory server. For instance
an Active Directory server.

* The Token Group listing has one built in element — the 'Personal Token' group
element. This element is set to true if a token and a user log-in matches, so that we
know that a user is using his/her personal token.

» The Authentication Status listing has one built in element. The ‘Authenticated’
element. This can be used as a result element in this perspective.
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Setting up Authorization Policies
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Authorization Policies are used to give the users
access to specific menu actions when they have
authenticated themselves. Click the Authorization Create an Authorization Policy
Policy button in the perspective Selector to get to
the Authorization Policy perspective. The
perspective contains a number of Element Tabs

on the left, and a Rule Listing on the right. 1. Select the Authorization

. ) o Policy button from the
In this perspectlv.e.you_ can use the Auth.entlcatllon perspective selector.
Status, you specified in the Authentication Policy o
perspective. 2. From the Authentication

. Status listing select the

You have the User Groups listing to create 'Authenticated' element and
authorization rules for separate groups of users. drag it into the rule listing.
For instance managers may be authorized to use
other applications than accountants. 3. Select a group of users you

want to allow this authorization

B R from the User Groups listing
and drag the element

Launch Specification Wizards representing them into the rule
editor.
Choose template: 4. Select a menu action from the
Windows G/On Admin .. G/On Administration Client . Menu Actions listing and add
Windows GicaWeb ... Giritech Citrix Web Client |t to the rUle. The menu action
Windows IE ... Browse a site with Internet Explorer " b dd d t th
Windows MSTSC ... Microsoft Terminal Services Client S wi ea e ) o e users
Windows OWA ... Outlook Web Access through Internet Explorer 1 menu |f p0|ICIeS and rU|eS
< » permit it.
5. Click the ‘Save and Close’
button to save the new rule.
Next > Finish Cancel

The last listing view contains the menu actions. These are the actions that will be listed in
the users menu if they are allowed to use them and if the computer they are using can
handle it.

If a menu action for the action you want for your users are not available already, you can
use the Launch Specifications Wizard by clicking the green plus sign (+) in the Menu
Actions listing view. Just follow the instructions to create a new menu action and name it
as you see fit.
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In this example (in the first
rule) a menu action provides
access to the intranet to
users that are both
Authenticated AND
members of the Support
User Group.

The second rule states that
Authenticated  Developers
are allowed access to
Remote Desktop on their
personal workstations.

You can create as many
authorization rules as you
like, to give access to
various applications.

Authorization Policy

Filter for the rule display

=

Clear

Authentication Status
) Authenticated
%) Authenticated
) Authenticated

User Group

S al
&2 al
S ol

Menu Action
= B Client Package Manager, Install
=» ¥ Client Package Manager, Remove
=» [ Client Package Manager, Update
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Register a Personal Token for a User

File View Edit Help

= (¥} Authentication Policy [ Autherization Policy [Ep Personal Token Assignment l"‘?' Token Software Management

Two different perspectives are used for making the
tokens ready to hand over to users: the Personal
Token Assignment perspective and the Token
Software Management perspective (the latter will
be described in the next part “Adding Software to
the Token”).

The Personal Token Assignment perspective is
used for registering in the system which users
should be identified by which tokens. This is
important because we want each user to
authenticate themselves by a token that they carry
and a password that they remember. This is what
is called Two-Factor Authentication. To assign a
user to a token, you first need to open the
Personal Token Assignment perspective by
selecting it from the perspective selector.

On your left hand side you will find a number of
Element Tabs. In this perspective you have a
listing of Users, a listing of Tokens and a listing of
a Personal Token Status indication.

Select the Tokens listing by clicking the Token tab.
You will notice that there are no tokens to choose
yet. That's because you have to register tokens
before they can be used. Click the green plus sign
(+) to add and register a new token into the
system.

c@TDken é Users (_tp Perso | — O

Tokens o
Tokens
Filter for the element displa: |£|
Token

Register a Personal Token

. Select the Personal Token

Assignment button from the
perspective selector.

. In the Token listing click the

plus sign (+) to enroll a new
token.

A: Insert the token into your
local workstation and click the
refresh button.

B: Click the enroll button to
register the token into the
system.

. Drag the new token into the

rule listing from the token
listing.

. From the User Listing drag a

user into the rule view to
register that the token should
identify that user.

. From the Personal Token

Status listing select the
element called 'Personal
Token' and add it to the rule.

. Click the ‘Save and Close’

button to save the new rule.
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If you insert a token into your local workstation it g

should appear in the source drop-down after you
click refresh. To be able to tell the tokens apart, || & Add a new token

you can add a description and/or casing text as
Token selection

you see fit.
Then click the Enroll button to register the token. Source:  H:A(SoftToken) | Refresh
Repeat this step with as many tokens as you like. Status: Deployed

The Personal Token Status tab contains an
element called ‘Personal Token’. This is a special
token group that holds tokens that are assigned to Serial: soft_token-0006
a specific user and only that specific user.

Token initialisation settings

. ) . Token description settings
In the rule view on the right hand side you can

create a rule that will assign a user to a token. Description:
Drag a token into the Rule Listing area on your Casing #:
right to start creating a new rule. A Rule Editor
appears at the bottom right. From the Users
Listing on the left you can then drag a user into Enrll ‘ \ Close
the rule view. Finally add the ‘Personal Token’ into
the rule editor and click the save and close button.
The rule now appears in the rule listing.

Info on Assigning Tokens

+ Tokens need to be enrolled into the G/On server before they can be used in rules.

* Assigning a token to a user means to create a rule with the user and a token. The
result should be the 'personal token' element.

* Personal Token is a special token group that holds tokens that are assigned to
specific users.

10
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Adding Software to the Token

File VWiew Help

[ O Authorization Policy €7} Authentication Policy ép Personal Token Assignment [.@"‘.Token Software Management]

Token Software Management

Token selection Package collections

Source:  HA(SoftToken) * | Refresh Collection —

Status: | Deployed Basic packages for Windows

m

Basic packages for Mac
All packages for Windows
G/0On Client for all platforms

Basic packages for Linux -

Description

Collection Basic packages for Windows
Description Collection of basic packages for the Windows platform.

Content G/0On Client [version 5.3.0.18, platferm win]

Action
Clears the token and installs the selected collection to the token.

Install

In order for the G/On clients to work for your users, you need to put the client software on
the tokens.

Open the Token Software Management perspective by clicking the button in the
perspective selector. Insert a token into your local workstation and click the refresh button
until it appears in the Source list. On the right hand side you have a number of package
collections.

Info on Adding Token Software

» Software on the token is needed in order for users to get access to the G/On server.

» Adding a collection of packages to a token erases the current package content of the
token.

11
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Adding Token Software

If you are absolutely sure they will only use a
certain platform, you need only select the relevant

1. Select the Personal Software
Management button from the
perspective selector.

2. Select a token from the source ~ Mstallation.

listing. Click refresh if it does
not show.

3. Select a package collection
to add to the token depending
on user needs.

4. Click the install button to add
the collection to the token.

Setup access to personal
workstations

If you need to provide access to a user’s personal
workstation you can use the ‘My-PC’ settings. This will
allow you to set personal workstations for each user.
These values can be referenced when creating menu
actions as described in the Authorization Policies
section.

To set a users ‘My-PC’ setting, locate the user by first
selecting the user listing view on the left. You can use
the search field if there a many users. Right click on
the user in the listing and select edit. In the ‘My-PC’
fields you can add the name of the user’s workstation.

Now you have all the rules set up for letting users
access the G/On server, and they can start working.

12

ﬁ Token é- User

Users

ép Personal To

Users (Found 1)

bb | Clear |

User

(5 bb@company.com

Edit bb@company.com

Name bb@company.
My-PC1

My PC1 MAC Address

| Close| | Save and Close

Version 5.3

If you select the collection called ‘G/On packages
for all platforms’ your users can run the G/On
client on Windows, Mac or Linux as they choose.

collection, as it may save time and also space on
the token. After selecting the package collection
you want, click the Install button to start

When installation finishes you can hand the token
to a user and he/she can start using it.

=0
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Daily Use

The rules in the two Policy perspectives normally
don’t have to be changed a lot. Daily use

Once the policies have been set up, they are in
force, and you can add new users using the
Personal Token Assignment perspective and the 1. Select the Personal Token
Token Software Management perspective. Assignment perspective.

2. Register a new token.

3. Connect the token to a user
as a personal token.

4. Select the Token Software
Management perspective.

5. Add client software to the
token.

6. Hand the token to the user.

7. You're done.

13
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