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About this document

This document gives an introduction to the basic functionality of the G/On Management
program.

If you do not find the information you need in this document, you may want to look in the
other documents in the G/On software documentation suite:

* G/On User Guide — Getting started — Fedora

* G/On User Guide — Getting started — Windows XP
* G/On User Guide — Getting started — Windows Vista
* G/On User Guide — Getting started — Windows 7

* G/On User Guide — Getting started — Mac

* G/On User Reference

* Getting started with G/On Setup and Configuration
* Getting started with G/On Management

* Getting started with Field Deployment

* Getting started with Secure Desktop

* G/On Setup and Configuration Reference

* G/On Management Reference

¢+ G/On Customization Reference

O Giritech A/S, 2010
Spotorno Allé 12, 2.
2630 Taastrup
Denmark

Phone +45 70.277.262

Legal Notice

Giritech reserves the right to change the information contained in this document without
prior notice. Giritech® and G/On™ are trademarks and registered trademarks

of Giritech A/S. Giritech A/S is a privately held company registered in Denmark. Giritech’s
core intellectual property currently includes the patented systems and methods known as
EMCADS™. Other product names and brands used herein are the sole property of their
owners. Unauthorized copying, editing, and distribution of this document is prohibited.
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Introduction

This document describes the basic procedure for enabling that users themselves can
prepare a G/On token for use. The procedure includes the following steps:

* The G/On administrator prepares an installation program and makes it available for
the users, e.g. on a shared drive, or via an URL on the intranet or internet.

* The G/On administrator specifies which users are allowed to request enroliment of
tokens

* The G/On Administrator sends out token hardware to the users (optional —
alternatively, the users can use their PC as an authentication token).

* The G/On user obtains the Installation program from the published location and
runs the program. The program installs G/On client software on a token and sends
a request to the G/On server, that the token be enrolled as a personal
authentication factor for the user

* The G/On Administrator approves the enroliment request.

The document describes all of these steps, and it's main target audience is the G/On
administrator.

However, the section which describes the end-user's part of the process can be used as a
starting point for making customer specific documentation to be sent out to the end-users.

Note that some of the more advanced aspects of field deployment are not covered in here.
See the section “Field Deployment — Advanced Setup” in G/On Setup and Configuration
Reference.

Before You Start

Please make sure that you have completed the following preparations, before starting on
the process described in this document:

1. Install the Nullsoft scriptable install system on the G/On server. Get it here:
http://nsis.sourceforge.net/Download

2. Make sure that the setup of the G/On servers has been completed. See: “Getting
started with G/On Setup and Configuration” and “G/On Setup and Configuration
Reference”.

3. If you change client connect addresses and/or ports, make sure to generate
packages again, and then (re-)generate the client installation program. This
procedure will ensure that the updated client contact information is included in the
client installation program.


http://nsis.sourceforge.net/Download
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Preparation of the Client Installation Program

Use the Nullsoft installer (NSIS) to generate the G/On client installation program, as
follows:

On Windows Server 2003, do not start the NSIS program. Simply right-click on:
distribution\gon_client_installer\win\nsis\gon_client_installer_dist.nsi
and select “Compile NSIS Script”.

On Windows Server 2008, start the NSIS program with “Run as administrator”. Then
choose “Compile NSI scripts” and in the File menu: Load Script... and then specify:

distribution\gon_client_installer\win\nsis\gon_client_installer_dist.nsi

File Edit “iew Favorbes Tools  Help ﬁ'
0 Back - ‘_/: ? 7 ! Search H[ Faolders v
Address || C:\Program FilesiGirtechigon_5.4.0-41distributionlgon_disnt_installeriwinnsis | G0
Folders X Marne Size  Type Date Modified
= ) Giritach A~ I)gpms File Falder Z6-02-2010 16:59
= £ gon_5.4.0-4 EWO +emmsTS Seript File 24-02-2010 09:22
& e -y pen
i icati i gon_d map Image 05-02-2010 12:22
[# 2 application_clients 1 comple NSIS Script :
[ [J) distribution EEyoon_i ; : n 09-02-2010 12:35
e : ; Compile NSIS Scripk (Choose Compressor)
= .,:l gnn_cllent_lnstaller Open With...
= 15 win
= 3 nsis Send To 3
. I gpms it
[# [ gon_client Copy
[# [ gon_client_installer
# 5 gon_client_launch L Create Shorbcut
[# |23 gon_client_management Delete
# [5) gon_client_management_service Renarme
E I i i
L = gon_chenF_unlnstaIler Propertiss
[# [5) gon_config
[# |2 gon_config_service
# [5) gon_server_gateway_service
[= [5) gon_server_management_service

The resulting client installation program is placed here:
distribution\gon_client_installer\win\G-On Client Installer.exe

Make the client installation program available for users, e.g., on a shared network drive or
an intranet or the internet.
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Defining which users can do field enroliment

Add users to the “One-time Enrollers” group.

G G/On Management |Z”E|rg|
Eile Wiew Edit Help
ﬁ |é§_, &/On User Graup |(50 Personal Token Assignment 5 Action Authorization Policy

& User | £ Groups | &8 cionUser crow T || 5 /0N User Group Membership &
G0N User Groups &=
G,/0n User Groups {Found 1} | | | [Clear ]
| | ’CIear ] User User Group oy G0N User Group
(5 userS@local =] ég. One-Time Enrollers

GfOn User Group
&One—Time Enrollers

Saved rule

Hint: Right-click on a user group and select “Add members to One-Time Enrollers”, to add
all members of a group, in one operation.

G G/On Management ['L||'E|E|
File Wiew Edit Help
ﬁ' |é3 GMOn User Group |(5p Personal Token Assignment 5 Action Authorization Policy

(-c’ U=y & Eeiartal el & Gion User ar | — O G/OI"I User GI’OUD Membership &
User GI’OUDS G/0n User Groups
User Groups (Found 9) | ilk : | [Clear ]
| | ’CIear] User User Group = GO User Group
(5 userSi@local == é,?:, Cne-Time Enrollers
User Group
&Administrators (localy
&Backup Operators {local)
(E&Guests (lacal)

HelpServicesGroup {local)
&Network Configuration Operators (lacal)
&Power Users (local)
&Remote Deskbop Users (local)
&Replicator (local)

Add ko rule editar Crrl+a

Add members ko One-Time Enrollers

all user grov

OBS: When a user has succesfully submitted an enrollment request, he is automatically
removed from the One-Time Enrollers group. So if he should be allowed to enroll again,
later, he must be added to the group once more.
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Make sure, that there is an authorization rule specifying that one time enrollers are
authorized to do the Field Enrollment action. If your system was upgraded from 5.3, you
will have to create this rule, manually.

G G/On Management
Eile View Edit Help

ﬁ gg__ GfOn User Group C‘"/“ Personal Token Assignment ||3:' Ackion Authorization Policy |

Chau o Fus | B0 [T e | T O Action Authorization Policy &
Authentication Status &k

Authentication status (Found 1) | | [Clear ]

| | [Clear l Authentication Status Lser Group Token Group = Menu Action
ég, Cne-Time Enrollers =>» [ Field Enrollment

Authentication Skatus
€73 authenticated

all authentication status data received succesfully
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Using the Client Installation Program

The following description assumes that:
1. There are no hardware tokens inserted in the user's PC and
2. The user's PC is to be used as an authentication factor
Step 1: Obtain the client installation program.
Step 2: Start the client installation program.

G G/On Installer,

Install

Detect #  Selection

G/0n Client Installation

YYou are about to install 2 new ComputerUser Token on local account
"Lsers’,

| mMext || Ext

Note: The use of the computer as authentication factor achieved by installing a “Computer
User Token” on the local user account indicated (an account on the user's PC). The
Computer User Token will only be visible, when logged in to this local user account. Click
Next.
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G G/On Installer,

Install

Detect »  Selection

Select installation folder

|C:1D|:u:umer‘|t5 and Settingsiusersh Application DataHGiri1| Browse

| st | [ Bt |

Note: This folder is automatically suggested by the installation program. Normally, there is
no need to change this.

Click Install.

G G/On Installer,

Install

Detect > Selection P Installation > Done

Installation complete
The GfCOn Client has now been installed,

Launich ] ’ Ezxit

Click Launch.
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G G/On Login

G/Ong

Login

User: |

Passwiord;

] change Passwaord I (4 l ’ Cancel

Log in with G/On user name and password.

G G/On

Enroliment

Detect » Select

ComputerUserToken on local account 'user5’
This Token is ready for enrollment

Mext ] ’ Cancel

Click Next.

10
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G G/On

Enroliment

Detect - Select > Enrrall > Finished

Pending Token Enrollment: ComputerUserToken
Taken is registered and is now awaiting assignment  to you, Please wait for
your GfOn Administrator to complete the enroliment, Please exit and start
G0N again when token enrollment is completed

Mext I ’ Cancel

Click Next.

When the G/On administrator has approved the enrollment request (see below), the user
can start the G/On client from the Windows Start menu, and log in.

11
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Approving Enroliment Requests

Open the perspective “Personal Token Assignment”

Click to set focus in the rule pane, and press F5 to make sure that the rule pane shows the
current data.

Find the inactive rules: the rules that are shown in red letters, and with a red line over the
arrow. Hint: In order to quickly find all inactive rules, you can click on the arrow in the
header row - this will sort the rules according to activation status.

G G/On Management
Eile  Wiew Edit Help

=] gg, GfOn User Group |c5‘ Personal Token Assignrment |E Action Autharization Policy

=
P roken & user| Sppersonal | T O || porsonal Token Assignment &
Tokens o
Tokens {(Found 1)
Token User = Personal Token Status
= EicomputerlserToken-0001 % userS@local #  *o Personal Token
Token

= ComputerUser Token-0001
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The enrollment requests are shown as inactive rules. To approve a request, simply make
the rules active. To do this, right-click on a rule and choose: Toggle Activation, or use
keyboard short cut: ctrl+K. Hint: Details about the PC, on which the Computer User Token
has been created, can be viewed by double clicking on the Computer User Token in

question, in the left-hand element pane showing Tokens (use F5, to refresh, if the token is
not shown).

G G/On Management EHEWE
File Wiew Edit Help

1=t ég} G0N User Group |(_§; Personal Taken Assignnient |E’ Action Authorization Policy

& Token & user | &p Personal | ~ 0| pargonal Token Assignment &
Tokens o
Tokens (Found 1} i E | [Clear]
| | [Clearl Token L L_I_ser = Personal Token Skatus
L ComputerlserToken-0001 userSDlocal
Joiey = Mew Chrl+M
L. CaomputerlserToken-0001 Eii ChIAE
Delete CtrHD

Taoagale Ackivation Crr+k
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